UseIt (POU) Version 9.5 – Generic Installation
HARDWARE REQUIREMENTS SMS
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PROD SERVERS

	Virtual Servers
	Specifications
	Operating System/License Requirements

	
UseIt (POU) Application Server
	· 4 virtual CPU 
· 32GB Ram
· c:\ drive  80Gb
· d:\ drive 100gb
	
Windows 2016


	
UseIt (POU) Reports/Print server
	· 2 virtual CPU 
· 16 GB Ram
· c:\ drive  80Gb
· d:\ drive 100gb
	
Windows 2016
(Loftware/Cognos)

	
Database Server
	· 4 virtual CPU 
· 32 GB Ram
· c:\ 60gb
· d:\ 60gb
· e:\ 250gb data
· f:\ 40gb logs
· g:\ backup 300G ( 2 full db backups + logs backup)
	
Windows 2016
Sqlserver 2016



TEST SERVERS

	Virtual Servers
	Specifications
	Operating System/License Requirements

	
UseIt (POU) Application Server
	· 2 virtual CPU 
· 24 GB Ram
· c:\ drive  60Gb
· d:\ drive 60gb
	
Windows 2016


	
UseIt (POU) Report/Print server
	· 2 virtual CPU 
· 16 GB Ram
· c:\ drive  80Gb
· d:\ drive 100gb
	
Windows 2016
(Loftware/Cognos)

	
Database Server
	· 2 virtual CPU 
· 24 GB Ram
· c:\ 80gb
· d:\ 80gb
· e:\ 250gb data
· f:\ 40gb logs
· g:\ backup 
	
Windows 2016
Sqlserver 2016












SMARTPANEL & SMARTBIN SETUP

[image: ]
	Network node A
	Network node B
	Protocol
	Direction
	TCP/IP port

	smartpanels
	TECSYS’ discovery service 
(discovery.tecsys.com)
	HTTP/HTTPS
(websockets)
	A  B
	80,443

	
	TECSYS’ application server (also called the Point of Use server)
	
	A  B
	443, 1338, 1340, 1348, 1350

	  
  smartbins
 
	TECSYS’ application server
	TCP/IP
	A  B
	4001, 4002






FAQ:
1. Does each primary panel need to communicate to discovery.tecsys.com through the internet?
a. Answer: Yes.  SmartPanels require access to discovery.tecsys.com.  Behind the scenes, “discovery.tecsys.com”, is used to provide technical support, install updates, and monitor devices’ status (proactive support is provided when a device goes down). Also, these devices need to periodically authenticate to keep its licence activated.
2. What is the TECSYS suggested design for secured connectivity/networking? 
a. Answer: Limit network rules to known hosts (discovery service and UseIt (POU) app server)
3. How much and what type of network traffic do the SmartPanels and SmartBins generate? 
a. Answer: < 1kb / minute / device
4. What network security technology / protocols are used to ensure secured communication? 
a. Answer: HTTPS
5. What type of data is being transmitted to discovery.tecsys.com?
a. Software versions
i. OS version
ii. Main, secondary and antennas firmware versions
iii. Software version
b. Uptime information
i. Last restart date & time
ii. Network downtime events
c. Network configuration
i. IP address
ii. DHCP/static
iii. MAC address
d. Device configuration
i. Serial number
ii. Time zone
iii. Features configurations
iv. Etc.
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